Apple Signh In Plugin Keys Setup Guide

To configure Apple Sign In plugin, the admin needs to enter the Client
ID/Service ID provided in System Settings > Plugins > Social Login > Apple

Sign In > Settings Icon.

Apple Sign In Plugin Settings

Client Id / Service Id*

Fig. 1: Apple Sign In Plugin Settings

1. Sign In

Please make sure that the admin has already created their Apple Id. Follow

the steps below to Sign In:

i.  Clicking on the link provided below admin will be redirected to ‘Sign In With
Apple’ homepage as shown in figure 1.1.

https://developer.apple.com/sign-in-with-apple/

NB: Nota Bene [Note Well] (N.B., N.b., n.b or NB, Nb, nb) is a Latin phrase, meaning ‘note well’ or ‘take notice’ or ‘please note’.

Asterisk (*) next to a form control's label indicates it as ‘required’.
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Sign in with Apple

The fast, easy way to signin to
apps and websites.

Sign in with Apple makes it easy for users to sign in to your apps and websites using their
Apple ID. Instead of filling out forms, verifying email addresses, and choosing new
passwords, they can use Sign in with Apple to set up an account and start using your app
right away. All accounts are protected with two-factor authentication for superior security,
and Apple will not track users’ activity in your app or website
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Fig. 1.1: ‘Sign In With Apple’ Homepage
An ‘Account’ button is provided on the top-right corner clicking on which

admin will be redirected to the sign in form as shown in figure 1.2.

Signin to Apple Developer

Kpple ID -

Remember me

Forgot Apple ID or password?

Don't have an Apple ID? Create yours now.

Fig.1.2: Sign In Form

iii.  Admin must enter their valid Apple Id and click on = . The input field to

enter password will appear.

NB: Nota Bene [Note Well] (N.B., N.b., n.b or NB, Nb, nb) is a Latin phrase, meaning ‘note well’ or ‘take notice’ or ‘please note’.

Asterisk (*) next to a form control's label indicates it as ‘required’.
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iv. ~Admin must enter their valid ‘Password’ and click on ~— . If the admin has
two-factor authentication enabled then they will have to confirm this login
from another device.

v. Once signed in to Apple Developer portal, two options are displayed as shown

in figure 1.3.
® Developer Account Askor Pareckd 7
Aaron Parecki
= Overview

Apple Developer Program

Membership

L%

Certificates, IDs &

Profiles e
4 App Store Connect 1‘ \

@ CloudKit Dashboard Certificates, Identifiers & Profiles App Store Connect

K Code-Level Support S
App Sto nnect

[E Documentation

Fig. 1.3: Login Homepage
Admin must click on ‘Certificates, Identifiers & Profiles’ to proceed further.

2. Identifiers

The ‘Certificates, Identifiers & Profiles’ page will appear. To create an

identifier:

e From the sidebar, choose ‘Identifiers’ then click the blue plus icon as shown in

figure 2.1.

NB: Nota Bene [Note Well] (N.B., N.b., n.b or NB, Nb, nb) is a Latin phrase, meaning ‘note well’ or ‘take notice’ or ‘please note’.

Asterisk (*) next to a form control's label indicates it as ‘required’.
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More

Certificates, Identifiers & Profiles

IDENTIFIER

Fig. 2.1: Certificates, Identifier & Profiles

e 'Register a new identifier page will appear. Select the ‘App IDs’ option

click on the ‘Continue’ button.

and

Certificates, Identifiers & Profiles

¢ All Identifiers

Register a new identifier

® ApplDs
Register an App ID to enable your app, app extensions, or App Clip to access available services and identify
your app in a provisioning profile. You can enable app services when you create an App 1D or madify these
settings later.

@)

Services IDs
For each website that uses Sign in with Apple, register a services identifier (Services D), configure your
domain and return URL, and create an associated private key.

o)

Pass Type IDs

Register a pass type identifier (Pass Type 1D} for each kind of pass you create (i.e. gift cards). Registering
your Pass Type IDs lets you generate Apple-issued certificates which are used to digitally sign and send
updates to your passes, and allow your passes to be recognized by Wallet.

O Website Push IDs
Register a Website Push Identifier (Website Push ID). Registering your Website Push 1Ds lets you generate
Apple-issued certificates which are used to digitallv sign and send push notifications from vour website to

Fig. 2.2: ‘Register a new identifier’ Page

NB: Nota Bene [Note Well] (N.B., N.b., n.b or NB, Nb, nb) is a Latin phrase, meaning ‘note well’ or ‘take notice’ or ‘please note’.

Asterisk (*) next to a form control's label indicates it as ‘required’.
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2.1 App Iid

The App ID is a sort of way to collect things about this app. To create an App
Id:

e Admin will be redirected to ‘Select a type’' page as shown in figure 2.1.1. Select

‘App’ and click on the ‘Continue’ button.

Certificates, Identifiers & Profiles

¢ All Identifiers
Register a new identifier

Select a type

@

App App Clip

Fig. 2.1.1: ‘Register a new identifier’ Page

e Admin will be redirected to ‘Register an App ID’ page as shown in figure 2.1.2.

Certificates, ldentifiers & Profil
ertiricates, iaentiriers rories
< All Identifiers
Registeran App D
Platform App ID Prefix
0i0s, tvos, watchos ~ Omac0s TMCBUZRZUV (Team ID)
Description BundleID @ explicit ) Wildcard
Avocado lol.avocado
You cannot use special characters suchas @, &, *, " " We recommend using a reverse-domain name style string (i.e
com.domainname.appname). It cannot contain an asterisk (*)

Fig. 2.1.2: ‘Register an App ID’ Page (Example)
Admin must enter:-
- Description: Enter a description. The description is not too important,

but admin must type something descriptive.

NB: Nota Bene [Note Well] (N.B., N.b., n.b or NB, Nb, nb) is a Latin phrase, meaning ‘note well’ or ‘take notice’ or ‘please note’.

Asterisk (*) next to a form control's label indicates it as ‘required’.
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- Bundle ID: Create bundle ID as format recommended in
reverse-domain-name style.
e Scroll down through the list of ‘Capabilities’ provided below this page and
check/select the check-box next to ‘Sign In with Apple’ (Refer figure 2.1.3)

= NJJ NFC Tag Heaamng

o Persanal VPN

o U Push Notifications

® Sign In with Apple Enable as a primary App 1D

u] @ Sirikit

O @ System Extension
a User Management

] == IR

Fig. 2.1.3: List of Capabilities
e Click on the ‘Edit’ button provided in the row ‘Sign In with Apple’. A pop-up
box will appear as shown in figure 2.1.4. This box includes two sections:
- Sign In with Apple: Apple Id Configuration: Select ‘Enable as a primary
App ID’ option if it is not selected by default already.
- Server to Server Notification Endpoint: Enter your website end-point
URL to receive notifications as per the format provided as ‘Example’.
Click on ‘Continue’ to save entered inputs.
NB: This step is not necessary. However, admin can add their website

end-point URL to receive server to server notifications.

NB: Nota Bene [Note Well] (N.B., N.b., n.b or NB, Nb, nb) is a Latin phrase, meaning ‘note well’ or ‘take notice’ or ‘please note’.

Asterisk (*) next to a form control's label indicates it as ‘required’.
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Sign In with Apple: App ID Configuration

If you're enabling an App |D for the first time or for a new app, enable the App ID as a primary. You can
use primary App |Ds on their own or to enable identifiers for related apps and websites through
grouping. To enable an App ID for a related app, (for example, an App ID for the iOS version of your
Mac app}, group it with the existing primary. This will also ensure that users only need to provide
consent to share their information with you once for each group of apps and websites.

® Enable as a primary App ID

O Group with an existing primary App ID

Server to Server Notification Endpoint

Sign in with Apple server to server notifications allow you to receive important updates about
your users and their accounts. Notifications are sent for each app group when users change mail
forwarding preferences, delete their app account, or permanently delete their Apple ID. Each
group of apps can have one URL, which must be absolute and include the scheme, host, and
path. TLS 1.3 is required to receive notifications. Learn mare.

Example: https:/fexample.com/path/to/endpoint

Cancel Save

Fig. 2.1.4: Server to Server Notification Endpoint
e Clicking on ‘Save’ will redirect admin to the list of ‘Capabilities’. Admin must
scroll back to the top of page and click on the ‘Continue’ button provided in

‘Register an App Id’ section (Refer figure 2.1.2).

e As shown in figure 215, a ‘Finish Setting up Sign in with Apple’ message will

appear. Admin must click on the ‘Register’ button to finish adding App Id.

NB: Nota Bene [Note Well] (N.B., N.b., n.b or NB, Nb, nb) is a Latin phrase, meaning ‘note well’ or ‘take notice’ or ‘please note'.

Asterisk (*) next to a form control's label indicates it as ‘required’.
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Certificates, Identifiers & Profiles

@ Finish Setting up Sign in with App
Depending on your product, you may need to con

« All Identifiers

Confirm your App ID

1ts for Sign in with Apple - From re
sers through the Private Email Relay ser

Fig. 2.1.5: Fish Registering App Id

The App Id is registered successfully and added in the ‘Identifiers’ list.

2.2 Service Id

The Services ID will identify the particular instance of a user’s app. To create

a new Service Id:

e From the sidebar, choose ‘Identifiers’ then click the blue plus icon as

shown in figure 2.2.1.

& Developer

Certificates ldentiﬁers °
Identifiers

Devices

Profiles

Keys

More

Certificates, Identifiers & Profiles

Fig. 2.2.1: Certificates, Identifier & Profiles

yolkart

NB: Nota Bene [Note Well] (N.B., N.b., n.b or NB, Nb, nb) is a Latin phrase, meaning ‘note well’ or ‘take notice’ or ‘please note’.

Asterisk (*) next to a form control's label indicates it as ‘required’.
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e ‘Register a new identifier' page will appear as shown in figure 2.2.2.

Select ‘Services IDs’' option from the list and click on the ‘Continue’

button.

Certificates, Identifiers & Profiles

« All identifiers

Register a new identifier

O  ApplIDs
Register an App ID to enable your app, app extensions, or App Clip to access available services and identify
your app in a provisioning profile. You can enable app services when you create an App ID or modify these
settings later.

® Services IDs
For each website that uses Sign in with Apple, register a services identifier (Services ID), configure your
domain and return URL, and create an associated private key.

l®]

Pass Type IDs

Register a pass type identifier (Pass Type 1D} for each kind of pass you create (i.e. gift cards). Registering
your Pass Type IDs lets you generate Apple-issued certificates which are used to digitally sign and send
updates to your passes, and allow your passes to be recognized by Wallet.

O Website Push IDs
Register a Website Push Identifier (Website Push ID). Registering your Website Push IDs lets you generate
Apple-issued certificates which are used to digitally sign and send push notifications from your website to
mac0S.

@]

iCloud Containers
Registering your iCloud Container lets you use the iCloud Storage APIs to enable your apps to store data

Fig. 2.2.2: ‘Register a new Identifier’ Page

e As shown in figure 2.2.3, ‘Register a Services ID' page will appear in which

admin must:

- Description: Enter the name of the app that they will see during the

login flow.

- lIdentifier: Define the identifier as per the example of format given.

NB: Nota Bene [Note Well] (N.B., N.b., n.b or NB, Nb, nb) is a Latin phrase, meaning ‘note well’ or ‘take notice’ or ‘please note’.

Asterisk (*) next to a form control's label indicates it as ‘required’.
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Certificates, Identifiers & Profiles

< All identifiers
Register a Services ID
Description

Identifier

You cannot use special characters suchas @, &, * ' " -, . We recommend using a reverse-domain name style string {i.e.,

com.domainname.appname). It cannot contain an asterisk (*).

Fig. 2.2.3: ‘Register a Services ID’ Page
Click on the ‘Continue’ button which will open a confirmation

page. The
admin must click on ‘Register’ to finish creating the ‘Service Id'.
Certificates, Identifiers & Profiles
< All Identifiers
Register a Services ID ‘
Description Identifier
test COM. ————Scrvice

Fig. 2.2.4: ‘Register a Services ID’ Page
Once the Service ID is registered, the admin must go back to the ‘Identifiers’
page. Hit the search icon provided in the search bar and then select the

‘Service IDs' from dropdown provided next to the search bar.

Certificates, Identifiers & Profiles

Certificates

Identifiers ©

Q test

X Services IDs
Identifiers

NAME IDENTIFIER
Devices

test comf_ .. . ' __.service
Profiles
Keys

More

Fig. 2.2.5: ‘Identifiers’ Page

The list of all Services IDs available will open. The admin must select the newly
created Service ID.

NB: Nota Bene [Note Well] (N.B., N.b., n.b or NB, Nb, nb) is a Latin phrase, meaning ‘note well’ or ‘take notice’ or ‘please note’.
Asterisk (*) next to a form control's label indicates it as ‘required’.
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e Clicking on the registered Service ID’s name will open the Edit Configuration

page as shown in figure 2.2.6 below.

Certificates, Identifiers & Profiles
¢ All Identifiers
Edit your Services ID Configuration
Description Identifier
test COM. I———. S CrVice
You cannot use special characters suchas @, &, %, ", ", -, .
ENABLED  NAME
Sign In with Apple Configure

Fig. 2.2.6: ‘Edit Service ID Configuration’ Page
The admin must select the ‘Sign In with Apple’ check-box and then click on
the ‘Configure’ button.
e The ‘Web Authentication Configuration’ pop-up menu will appear (please
refer figure 2.2.7) in which the admin must -
- Primary App ID: Select the currently being used App ID.
- Domains and Subdomains: Enter the domain and subdomains as per
the following format -
Wwww.<DOMAIN NAME>.com (Remove https://)
- Redirect URLs: Enter the redirect URLs as per the following format -
https://<DOMAIN>/public/index.php?url=apple-login/index (For YoKart
Based Products)

Once the provided information is entered, please click on the ‘Next’ button.

NB: Nota Bene [Note Well] (N.B., N.b., n.b or NB, Nb, nb) is a Latin phrase, meaning ‘note well’ or ‘take notice’ or ‘please note’.

Asterisk (*) next to a form control's label indicates it as ‘required’.
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Web Authentication Configuration

Use Sign in with Apple to let your users sign in to your app's accompanying website with their Apple ID. To
configure web authentication, group your website with the existing primary App ID that's enabled for Sign in
with Apple.

Primary App ID 1App ID

Select..

Register Website URLs

Provide your web domain and return URLs that will support Sign in with Apple. Your website must
support TLS 1.2 or higher, After registering new website URLs, confirm the list you'd like to add to this
Services ID and click Done. To complete the process, click Continue, then click Save.

Domains and Subdomains

Enter a comma delimited list of domains and subdomains.

Return URLs

Enter a comma delimited list of Return URLs.

Cancel

Fig. 2.2.7: ‘Web Authentication Configuration' Page
e A confirmation page will appear as shown in figure 2.2.8, in which the admin

must confirm their details and click on ‘Done’.

NB: Nota Bene [Note Well] (N.B., N.b., n.b or NB, Nb, nb) is a Latin phrase, meaning ‘note well’ or ‘take notice’ or ‘please note'.

Asterisk (*) next to a form control's label indicates it as ‘required’.
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Confirm your web authentication configuration

Primary Bundle ID

Website URLs

eommmmy
hitps://www. ey /public/index.php?url=apple-login/index

)

Fig. 2.2.8: ‘Confirm Web Authentication Configuration' Page

The Service Id will be created successfully. Use the created Service ID to

configure the Web Application for Apple Sign-In as shown in figure 1.

3. Keys (If Required)

To register a new ‘Private Key' with Apple:

e Choose ‘Keys' from the side navigation from the main Certificates, Identifiers

& Profiles page (refer figure 3.1).

NB: Nota Bene [Note Well] (N.B., N.b., n.b or NB, Nb, nb) is a Latin phrase, meaning ‘note well’ or ‘take notice’ or ‘please note’.

Asterisk (*) next to a form control's label indicates it as ‘required’.
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Certificates

Identifiers

Devices

Profiles

Keys

More

Fig. 3.1: Select ‘Keys’ from Side Navigation

e Click the blue plus icon as shown in figure 3.2, to register a new key.

¥ yolka

Keys ©

Fig. 3.2: Click on Blue-Plus icon

e Asshown in figure 3.3, admin must:

-> Key Name: Enter a key name.

- Sign

check-box.

In with Apple Check-box:

Select the 'Sign In with

Apple’

rt

e

CAll Keys

Register a New Key

Key Name
Avocado Key

You cannot use special characters suchas @, &, *, ', "

ENABLE NAME
O Apple Push Notifications service (APNs)
W DeviceCheck
AapKit
MusickKit
Sign In with Apple

SERVICE

Establish connectivity between your notification server and the Apple Push
Notification service. One key is used for all of your apps. Learn more

Access per-device, per-developer data that your associated server can use in its
business logic. One key is used for all of your apps. Learn more

Enable your apps to allow users to authenticate in your application with their Apple
ID. Configuration is required to enable this feature.

Continue

Fig. 3.3: Register a New Key

NB: Nota Bene [Note Well] (N.B., N.b., n.b or NB, Nb, nb) is a Latin phrase, meaning ‘note well’ or ‘take notice’ or ‘please note'.

Asterisk (*) next to a form control's label indicates it as ‘required’.
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e Click on the ‘Configure’ button as shown in figure 3.3 and the admin will be

redirected to the ‘Configure Key' page.

Certificates, Identifiers & Profiles

< View Key
Configure Key

Create a key for each of your primary App IDs in order to implement Sign In with Apple. This key will alse be used for
any App IDs grouped with the primary. The user will see your primary app's icon at sign in and in their Apple ID account
settings.

Choose a Primary App ID

Avocado (7MCBUZR2UV.lol.avocado)

Grouped App IDs

These App IDs are enabled with Sign In with Apple by being grouped with the primary App ID selected above. Users will
see your primary app's icon, terms and conditions, and privacy policy when they first sign in, and in their Apple ID
account settings.

Avocado Factory (JMCBUZR2UV.lol.avocado.client)

Fig. 3.4: Configure Key

As shown in figure 3.4, admin must select their primary App ID created earlier.
Click on the 'Save’ button.

As shown in figure 3.5, click on ‘Register’ to finish creating the Key.

Certificates, Identifiers & Profiles

@ Finish Setting up Sign in with Apple
Depending on your product, you may need to configure multiple components for Sign in with Apple — From registering domains for Web
Authentication to providing email scurces to communicate with your users through the Private Email Relay service. Learn more »

@ Enable App ID @ Create Service 1D for Web Authentication @ Create Key @ Register Emall Sources for Communicatiol

< All Keys

Register a New Key

Fig. 3.5: Finish Generating Key

Apple will generate a new private key for you and let you download it only
once. Make sure you save this file, because you won't be able to get it back
again later!

As shown in figure 3.6, admin must click on ‘Download’ to save their key.

NB: Nota Bene [Note Well] (N.B., N.b., n.b or NB, Nb, nb) is a Latin phrase, meaning ‘note well’ or ‘take notice’ or ‘please note'.

Asterisk (*) next to a form control's label indicates it as ‘required’.
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Certificates, Identifiers & Profiles

< All Keys

Download Your Key Done

After downloading your key, it cannot be re-downloaded as the server copy is removed. If you are not prepared to download
your key at this time, click Done and download it at a |ater time. Be sure to save a backup of your key in a secure place.

Name: Avocado Key

Services: Sign In with Apple

Fig. 3.6: Download Your Key

The file downloaded will end in <FILE NAME>.p8, this is just a text key. To

read or check the file, please rename that file as <FILE NAME>.txt and view.

so rename it to key.txt so that it's easier to use in the next steps.

—-XX--

NB: Nota Bene [Note Well] (N.B., N.b., n.b or NB, Nb, nb) is a Latin phrase, meaning ‘note well’ or ‘take notice’ or ‘please note’.

Asterisk (*) next to a form control's label indicates it as ‘required’.
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